Outlook\Exchange Junk Email folder

Terminology:
What is Junk Email/Spam?

“To indiscriminately send unsolicited, unwanted, irrelevant, or inappropriate messages,
especially commercial advertising in mass quantities.”

Good ways to avoid Junk Mail/Spam are:
v Only give your email address to trusted friends.
0 Do not reveal your Email 1D to unknown person
o Don’t publish your email address more widely than necessary. You can use a
comments form on your web pages.
v" Don’t open email messages that are from people you don’t know if you don’t know why
the email was sent to you.

v If you do open a Junk Mail/Spam message, don’t reply to it, and don’t click on any links
init.
o If by mistake, you open the spam message, do not respond to it.

v Don’t ever buy anything from a spammer, the only reason spam exists is that it gets
people to spread there network

v Most spam email comes with an invitation to ‘remove’ yourself from the list. Don’t
believe it! These almost always bounce, and apparently might also be used to harvest
new addresses.

v Use Junk Mail/Spam filters in Outlook 2003 by adjusting the filter levels

Junk Email Folder Settings

1. Open Microsoft Outlook
2. On the File Menu Tool Bar Select “Tools” (refer to arrow in picture below)
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3. Select “Options” under “Tools” from the File Menu Bar
Options |

Preferences |Mai| Setup || Mail Format | Speling | Security | Other |

E-rinail
e ; Change the appearance of messages and the way they are handled.

L Jurik E-mail. .. J [ E-rnail Cpkions. .. J

Calendar

Customize the appearance of the Calendar,

[¥] Default reminder: | 15 minutes b | [Calendar Options...]
Tasks
@ Change the appearance of tasks,

Reminder time: |8:DD Al w | ’_ Task Cptions. .. J
Caonkacks
8= Change default settings for conkack and journal,

—~ [Contact Options... ] [Jnurnal Options... J

Motes

Change the appearance of notes,
Moke Options. ..

’_ Ok ]’_ Cancel ] Apply

4. On the Options dialog boxes; under the “Preferences” tab, click on “Junk E-mail” button
(located under E-mail: Change the appearance of messages and the way they are handled).



5. The Junk E-mail Options dialog box will appear (as shown below). Click on the
“Safe Senders” tab.

Junk E-mail Options El

Options |SaFe Senders | Safe Recipients | Blocked Senders | Inkernational

E‘_II Cutlook can mowe messages that appear to be junk e-mail into a special
@ Jurik E-mail Folder,

Choose the level of junk e-mail probection you wank:

(") Mo Automatic Filtering. Mail from blacked senders is still moved ko
the Junk E-mail Folder.

() Lowe: Move the most obvious junk e-mail ko the Junk E-mail folder,

{_yHigh: Most junk e-mail is caught, but some regular mail may be
caught as well, Check your Junk E-mail folder often,

(") safe Lists only: Only mail from people or domains on vour Safe
Senders List or Safe Recipients List will be delivered to vour Inbox,

[Jrermanently delete suspected junk e-mail instead of maving it ko the
Junk E-mail Folder

Dan't turn on links in messages that might: connect to unsafe or
fraudulent sites, To help prokect vour security, we recommend that
wou leave this check box selected,

oK ] l Cancel

Junk E-mail Options fg

Options | 5afe Senders |SaFe Recipients | Blocked Senders | Inkernational

ﬁ_: E-mail Fram addresses ar damain names on yaur Safe Senders Lisk will
I never be treated as junk e-mail.

add. ..

Impaort From File, ..
Export to File, ..

[[]automatically add people I e-mail to the Safe Senders List

[ alsa trust e-mail from my Contacts

I QI ][ Zancel ][ Apply ]

*Pictured above is what your safe senders tab will most likely appear as initially

6. Under the Safe Senders tab click on the “Add...” button. An “Add address or
domain” dialog box will appear. (As shown below).



Add address or domain E'

Enter an e-mail address or Internet damain name to be added
ko the lisk,

Examples: someonei@example.com, @example.com, or
excample. com

[ 0K ][ Cancel ]

7. On the Add address or domain dialog box type in:
@upenn.edu then click OK. (As shown below).

Add address or domain E'
Enter an e-mail address or Internet damain name to be added
ko the lisk,

| @upenn.edu |

Examples: someonei@example.com, @example.com, or
excample. com

[ 0K ][ Cancel ]

8. Repeat step 6 by clicking on Add. Then on the Add address or domain dialog box
type in: @upenn.edu then click OK. (As shown above).



Junk E-mail Options [z|

Options | Safe Senders |SaFe Recipients | Blocked Senders | International

ﬁ_: E-mail from addresses or domain names on your Safe Senders Lisk will
—‘] never be kreated as junk e-mail.

@exchange. upenn.edu &dd...
@upenn.edu

[ Impoart From File. .. ]

[ Export ta File. ., ]

Also trust e-mail From my Contacts
[w]Automatically add people T e-mail ko the Safe Senders List:

[ Ik H Cancel ][ Apply ]

*Pictured above is what should be the minimum number of domains on your Safe Senders screen

9. Select (by clicking in the boxes) in front of “Also trust e-mail from my Contacts” and
“Automatically add people | e-mail to the Safe Senders List”. (As shown above).

10. Click on Apply, then OK, then OK once again.
For more information, please see Microsoft’s Outlook 2003 Tutorial webcast on “How you can
help you spend less time managing less junk e-mail:

http://office.microsoft.com/training/training.aspx?AssetID=RC011155411033



http://office.microsoft.com/training/training.aspx?AssetID=RC011155411033

